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1. AHoTauisi AMCHMUILTIHU,

Hapuanpna mucuumuiina «lHpopmariiiina Oe3neka Oi3HeCy» MpuU3HAYeHA IS
dbopMyBaHHSA y CTYICHTIB 3HaHb, BMiIHb Ta HaBHUYOK 3 CY4YaCHHX METOMIB Ta 3aco0iB
1H(popMaliifHOi Oe3neku, Kl OyAyTh KOPUCHHUMH INpPU PO3rOpTaHHS Ta OOCIyroByBaHHI
1H(pOpMaLITHUX CUCTEM Cy4acHOro Oi3Hecy.

2. MeTa HaBYAJIbHOI IMCUMILIIHHA:

Hananus cTygeHTaM cucTeMaTU30BaHKUX 3HaHb 3 1HPOPMAIIHHOT O€3MEeKH CYy4aCHOTO
Oi3Hecy: MeTH, 3aBJaHb, NPHUHIMUIIB OpraHizaili KOMIJIEKCHUX CHCTEM €JIEKTPOHHOI
KoMepIlii Ta OaHKIBCRKOro Oi3Hecy;, 3a0e3lMeunTd BMIHHSAM OOpOTHOM 13 3arpo3aMu
iHdopmarllii; TEOpPeTUYHHMH 1 TPAKTHYHUMH 3HAHHIMH 3aco0iB 3axuCTy iH(dopmarlii,
cnenupiyHUX I KOMEPIIAHO-0aHKIBCBKOTO  CEKTOPY; MeEToJaMH  OOpoThOU 3
HECAaHKI[IOHOBAHUM JOCTYIOM 10 iHopmalii 3 OOMEXKEHHM JOCTYIIOM, y TOMY YHCII
KOMEPIIIHOrO XapakTepy; BUKOPUCTAHHSIM MPOrpaMHO-aapaTHUX METOJIIB JJIsl TOOYA0BU
CHCTEM 3aXHCTY.

3aBaaHHA AUCHUILIIHY.

BummmBaroTe 3 pojii IUCHMIUIIHK Yy CHUCTEMI MIATOTOBKH CICHIAICTIB: BHUBYCHHS
CTyJIEHTaMHU OCHOBHUX TEOPETUYHUX MOHATH 3aXUCTY 1H(OpMAIIil; YMIHHS 3aCTOCOBYBATH X
JUIS pO3B’S3KY 3aBllaHb, IO CTAaBUTh IEpe] HUMH BUPOOHUIITBO, HAOYTTS CTyACHTAMHU
MPaKTUYHUX HABUYOK; BUIbHE BOJOJIHHS OCHOBHHUMHM METOJAMHU 3aXUCTy 1H(OpMaIli;
PO3yMIHHSI OCHOBHUX IOHSTH 1 Cy4aCHOTO CTaHY JIaHOTO MIPEIMETY.

3. IpepexBizuTu:
CryneHTH TOBMHHI ONAHyBaTH 3HAHHAMH 3 IUCHUIUIIH: «OnepauiitHi cucremMny, «Teopid
ITOPUTMIB Ta IpOrpaMmyBaHHsD», «KoMI'toTepHi Mepexi», «besneka mporpaM Ta I1aHuXx.

4. Pe3ynbTaTH HABYAHHSA. Y pe3y/bTaTi BUBYCHHS HABYAIBHOI TUCHUIUIIHU CTYJIEHT

MTOBUHEH:

3HATH:

— HaWHOBIII JTOCATHEHHS B raiy3i iHpopMaIliitHoi 6e3meku 6i3Hecy;

— XapaKTEePUCTUKH OCHOBHHX IMJICHCTEM 1AcHTU(IKAIlIT Ta ayTeHTH]IKaIIiT;

— XapaKTEepUCTHKUM OCHOBHUX MEXaHI3MIB JOCTYMY, MOB’A3aHUX 3 OCOOJUBOCTIMHU
cthepu 3aCTOCYBaHHS;

— XapaKTEepPUCTHKHU MiJACUCTEM 3aXHCTY OCHOBHHUX 3aXHIIEHUX MPOTOKOIIB, Y TOMY
YUCJI CIIEIiali30BaHUX;

— OCHOBHI MTOHATTS 0€3MEKH MIKPOIIPOLECOPHUX KaPTOK;

— OCHOBHI KaHaJIM BUTOKY 1H(opMallii Ta METOI1 OOPOTHOU 3 HUM;

— OCHOBHI MOHATTS 0€3MEeKU CUCTEM €JIEKTPOHHOI KOMEpIIii Ta MIATIKHUX CUCTEM;

— OCHOBHI MOHATTS Y c(epi KpUNTOBAIIOT.

BMITH:

— BHUKOPHCTOBYBATH MpOTpamHi, opraHizauiiHo-aAMIHICTPAaTUBHI Ta TEXHIUHI 3aco0U
3aXUCTy KOMEpIiHHOT iHpopMarlii,

— OpIEHTYBATUCS B 3aKOHOJIaBYO-HOPMATHBHIN 0a3i B raiys3i 3aXucTy iHpopMarii;

— TPaBWJIBHO HAJIATOJKYBATH ITiICHCTEMH 3aXUCTY CY4aCHUX OMNEPAIifHUX CUCTEM;

— BHUKOPHMCTOBYBAaTH CIEIllali30BaHl MiACUCTEMU 3aXHUCTY MPOTOKOJIB MepeaBaHHs
JAaHUX, B T.4. CIIEI1aJII30BaHUX;

— TPaBWJIBHO BU3HAYATH Ta 3aCTOCOBYBATH KPHUTEPIi 3aXUIICHOCTI aBTOMATH30BAHUX
cructeM o0poOKM KOMEpIiHOI iH(popMartii.

[Tix yac BUBYEHHS AaHOT JUCUMIUTIHU CTYACHTH HaOyyTh:
3arajbHMX KOMIIETEHTHOCTEH:
K3 2. 3aatHicTh 3acTOCOBYBATH 3HAHHS Yy PAKTUYHHUX CUTYaIlisX.



K3 5. 3naTHicTh BUNTHCS 1 OBOJIOJIBATH CYYaCHUMH 3HAHHSIMHU.

K3 8. 3naTHicTh oriHIOBaTH Ta 3a0e3MeuyBaTH SKICTh BUKOHYBAaHUX POOIT.

CnenianbHux ((haxoBuX, MPeAMETHHX) KOMIETEHTHOCTEH:
KC 1. 3naTHicTe anamizyBaTu 00’€KT MpOEKTyBaHHS a00 (DYHKI[IOHYBaHHS Ta HOro MPEAMETHY
00J1aCTh.
KC 3. 3parHicTes 10 mpOEKTyBaHHS, PO3pOOKH, HAJIaro/HKEHHSI Ta BJIOCKOHAJIEHHS CHUCTEMHOTIO,
KOMYHIKAI[IHHOTO Ta TporpamMHoarnapaTHoro 3abe3neueHHs iHpopMamiifHIX CUCTEM Ta TEXHOJIOTIH,
Iateprery peueit (IoT), KoMIT IOTEpHO-THTETPOBAHUX CHUCTEM Ta CHCTEMHOI MEPEKHOI CTPYKTYPH,
yIIpaBIIiHHS HAMHU.
KC 8. 3naTHicTh ynpaBisITH SKICTIO MPOJIYKTIB 1 cepBiciB iHPOPMAIIMHUX CUCTEM Ta TEXHOJIOT1H
IIPOTSTOM iX JKMTTEBOT'O LIUKITY.

IIporpaMHuMHu pe3yIbTaTAMH HABYAHHS €:
ITPH2. 3actocoByBaTH 3HaHHS (DyHIAMEHTAIbHUX 1 MPUPOJHUYMX HAYK, CHCTEMHOTO aHAi3y Ta
TEXHOJIOT1 MOJIETIOBAHHSA, CTAaHAAPTHUX AJITOPUTMIB Ta JUCKPETHOIO aHaNi3y MpU pPO3B’S3aHHI
3aJa4 MPOEKTYBAaHH 1 BUKOPUCTAHHS 1H(QOPMAIIfHAX CUCTEM Ta TEXHOJIOTIH.
[TPH3. BukopucroByBaTu 0a30Bi 3HaHHS iHPOpPMATUKH W CydacHHX 1H(GOPMAIIHHUX CHUCTEM Ta
TEXHOJIOTi}, HABHYKU MPOTrpaMyBaHHs, TEXHOJOTrii 0e31me4Hoi poOOTH B KOMII'TOTEPHUX MEpekax,
METOJIM CTBOpPEHHS 0a3 JaHuX Ta IHTEPHET-PECypcCiB, TEXHOJOTIi pPO3pPOOJIECHHS aNTOPUTMIB 1
KOMIT' IOTEPHHAX TpPOTpaM MOBaMH BHCOKOTO pPIiBHS 13 3aCTOCYBaHHSM 00’ €KTHO-OPi€HTOBAHOTO
MporpaMyBaHHS Ul pO3B’s3aHHS 3314 MPOEKTYBAHHA 1 BUKOPUCTAHHA 1HPOPMAIIITHIX CHCTEM Ta
TEXHOJIOTIH.
[P 6. JlemoHCTpyBaTU 3HAHHS CYYaCHOT'O PiBHS TEXHOJOTIH iH()OpPMALIMHUX CHUCTEM, MPAKTHYHI
HAaBUYKHU MIPOTPaMyBaHHS Ta BUKOPUCTAHHS MPUKIAIHHX 1 CIEIIaIi30BaHUX KOMIT FOTEPHUX CUCTEM
Ta CEpeIOBHUIIL 3 METOIO 1X 3aMpOBaKEHHS Y MpodeciiiHii AIsITBHOCTI.
[IPH7. OOrpynToBYyBaTH BHOIp TEXHIYHOI CTPYKTYpPH Ta pPO3pOOJIATH BIANOBIAHE MpPOTrpamMHE
3a0e3neyeHHsl, 10 BXOAUTH A0 CKIaay iHPOpMAaIifHUX CUCTEM Ta TEXHOJOT1H.

5. Onuc HABYAJIBHOI JUCHHUILTIHA
5.1. 3arauabHa iHdopMmanis

Ha3Ba naBuaabHoi qfucuuiiinm: «IHgopmaniiina 0e3neka dizHecy»
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5.2.  JIMAAaKTHYHA KAPTA HABYAJBLHOI JUCHUILTIHA
KinpkicTb rogun
Ha3Bu 3MiCTOBUX MOIYJIIB i JIeHHa (opma 3aouHa popma
TEM yChOro y TOMY YHCIIi YCBOTO y TOMY 4HCII
n | m| mab | iHg | c.p. 1| m nab | iHx c.p.
1 2 3 4 5 6 7 8 91 10 11 12 13

3micToBuii MoayJb 1. Tpanuiiiina Ta e1eKTpOHHA KOMEPIis

Tema 1.1. Berym.
OcHoBHI TMOHSATTS 14 9 9 10
EJICKTPOHHOI KOMEPIIii Ta

OaHKIHTY

Tema 1.2. I'powi Ta

.o 18 4 4 10
IUIATIKHI CUCTEMHU




Tema 1.3. Enekrponna
koMmepitis Turry B2B ta 22 6 6 10
CHCTEMH OOMiHY TAaHHMH.

Pa3oMm 3a 3MiCTOBUM

54 12 12 30
Moaynem 1

3micToBuii MoayJib 2. KoM’ roTepHuii 3axuct ¢iHaHcoBoi iH(popmarii

Tema 2.1. Binmaneni
IIATEXI 3a JOIIOMOTOI0 16 2 4 10
0aHKIBCHKHX KapTOK.

Tema 2.2. 3axuuieHi

16 2 4 10
IPOTOKOJIN
Tema 2.3. be3neka
MIKPOITPOIIECOPHUX 19 6 3 10
KapTOK
Tema 2.4. CyyacHi 15 4 3 3
KPUITOBAIIOTH.
Pa3om 3a 3micToBUM 66 14 14 38
MOyJIeM 2
Ycboro roaua 120 26 26 68
5.3.  Temu JaGopaToOpHHX 3aHATH
° Kinpkictb
Hasga temu
3/m TOJIMH
1 | BuBuenns cucremu 3axucty nanux TrueCrypt (BetaCrypt) 2
2 | BuBuenns cucremu 3axucty nanunx Kpunrobank 4
3 Jocnimkenns 3axucty iHdopmarii y cipomennx EDI-cucremax 4
4 | Po3pobka cuctemu “bankomatuk’” 4
5 | BukopucTaHHs eNeKTPOHHHUX raMaHIliB y CUCTEMaXx e-TOPTiBIIi 4
6 | BuBdeHHs 3aXuCTy NOBIIOMJIEHD Y criponieHoMY npoTokoni SET 4
7 | Po3poOka HaBuanbHOI KpunToBaaoTu. Yactuna 1. 2
8 | Po3poOka HaBuanbHOT KpUNTOBATIOTH. YacTuHa 2. 2
Pazom 26
5.4. Cawmocriiina podoTta
Ne HazBa tremn KinpkicTh
3/ TOJINH
1 | CTBOpeHHs CIPOIIEHOI CUCTEMH 3aXUCTy mpoTokoiiB iKP. 10
2 | Po3poOka cripomeHoi Bepcii MmexaHi3MmiB 3axucty npotokony SET. 10
3 | Po3poOka cripomieHoi Bepcii cucTeMu MOOITIbHOI TOPTiBIi. 10
4 | Po3poOka cipomieHoi Bepcii CUCTEMH €JIEKTPOHHUX TaMaHIIiB. 10
5 | EMymsanis poOoTu cMapT-KapTKU Ha OCHOBI (pJielI-HaKoNuvyBaya. 10
Po3poOka criporienoi cucteMu Hu(ppoBoi roTiBKY.
6 | Po3poOka cripoiieHoi cucteMu HU(ppoBOi FOTIBKH. 8
7 | EMynsnisi cMCTEMH 3aXUCTY CMapT-KapTKH. 10
Pazom 68

5.5. ImamBinyanbHi 3aBIaHHS
[HauBiAyanbHI 3aBJaHHS BKIIOYAIOTh: BHUBYEHHA pOOOTH MporpaMm JUisl eJeKTPOHHOI
komepitii; po3pooky I3, sxe 3miiicHIOE TOAATKOBUM 3axHCT iH(OpMAIli B CHCTEMax eIeKTPOHHOI
TOPTiBIIi; BUBYEHHS poOOTH Iporpam JUis BIHOBJIECHHS iHGOpMallii mpu TpaH3aKIisiX.

6. CucTremMa KOHTPOJIIO Ta OLiHIOBAHHS
Buau ta ¢gopMu KOHTPOJIIO
dopMaMu MOTOYHOTO KOHTPOJIIO IPU BUBYEHHI KypCy €:



e VYCHa BIANOBIb CTYJEHTIB IiJ] 4aC ONUTYBaHHS HA JICKIISX;
e 3axwucT 1abopaTopHUX pPooiIT;

e TecryBanns 3 Bukopuctanusm miarpopmu Moodle;

e HanucanHns ta 3axuct pedeparis.

dopmami 1iJICyMKOBOT'O KOHTPOJIIO CITYKaTh:

IcnuT;
3aitik, SKIIO BiH nepedaueHuil OCBITHBOIO TPOTPaAMOIO.

3acobaMu OLIIHIOBAHHS €

MoaynbpHi Ta TOTOYHI KOHTPOJIbHI pOOOTH;
TectyBasibHa cuctema Ha maropmi Moodle;
Pedeparu 3 TemaTHKH KypCy;

BuxonaHHs Ta 3aXuCT 1a00paTOPHUX POOIT.

Kpurepii oniHioBaHHS pe3y/ibTATiB HABYAHHS 3 HABYAJbHOI JUCUMILIIHA

[Totoune TecTyBaHHs Ta caMOCTiiiHA poboTa Kinbkictb
. » - » . . Cyma
3micToBUN MOIyJIb | 3MICTOBUN MOZYJIb 2 OaiB (3aJ1iK)
T1.1 T1.2 T1.3 T2.1 T2.2 T2.3 T2.4 30 100
8 10 12 10 10 10 10

~N o

7. PexoMeHmp0oBaHa JiTeparypa
ba3zoBa

I'paitBoponcekuii M.B., HoBikoB O.M. be3neka indopmariiitHo-KOMyHIKaIiiiHAX CUCTEM. —
K.:BHV, 2009. — 608 c.
Ocranos C.E., XKuxapesuu B.B., JloopoBonbcbkuii FO.I'. CyuacHi MeToau Ta 3ac00U 3aXHCTY
iHpopmanii. Monorpadis. Yepnismi : YHY, 2021. 71 C.
Ocranos C.E., €Bcee C.II., Kopons O.I'. KiOepOe3neka: cydacHi TEXHOJIOTIi 3aXHCTYy.
Hapuanesuunii nmocionuk. “Hosuii ¢iT-20007, 2019. 678 c.
TapuaBcekuit FO.A. Texnonorii 3axucty iHpopmanii : miapyunuk. Kui : KIII im. Irops
Cikopcebkoro, 2018. 162 c.
OcranoB C.E., €BceeB C.II., Kopons O.I'. Texnomorii 3axucrty iHdopmarii. YepHiBii :
Ponosin, 2015. 438 c.

JlomomizkHa
Y. Tanasyuk, S. Ostapov. Development and Research of Cryptographic Hash Functions Based
on Two-Dimentional Cellular Automata//Informatyka, Automatyka, Pomiary w Gospodarce
i Ochronie Srodowiska, 2018. — 8 (1), PP.24-27.
S. Ostapov, O. Val, S. Yanushevsky, D. Chyzhevsky. Cryptography on the Base of Cellular
Automata // Internet in the Information Society. Monograph / Publisher: Scientific Publishing
University of Dabrowa Gornicza, Editors: Maciej Rostanski, Piotr Pikiewicz, Pawel
Buchwald, 2015. — pp.71-86.
3axuct iHpopMallii B KOMIT'IOTEPHUX CHCTeMax Ta Mepexax : HaBd. moci0. / C.I'.CemeHOB,
A.O.ITogopoxnsk, O.I.banenko, C.}O.I'apunenko. X. : HTY “XIII”, 2014. 251c.
Jlicocrka HO.I1. KibepOesmneka: pu3nku Ta 3axoau: HaBd. mociOHuk. — K.: BumaBHuuunii nim
«Konnop», 2019. - 272 c.
Kopmuu b.A. Kibepbesneka: opranizaniitno-npaBoi ocHoBH : HaBu. nmoci0H. / b.A. Kopmuuy.
— K. : Konnop, 2008. —382 ¢
3akoH Ykpainu “IIpo 3axuct iHdopmariii B aBBTOMaTU30BaHUX CHCTEMax’’
3akoH Ykpainu “IIpo inpopmariro”
3axoH Ykpainu “Ilpo nep:xaBHy TaEMHULIIO”




8. Indopmauiiini pecypcun
1. Vkpaincekuit uentp indopmaniiinoi Gesmeku . — EnekTponHumii  pecypc. —
http://www.bezpeka.com
2. Cucremu kepyBanHs 6a3amu ganux: MS SQL Server, InterBase/FireBird, MySQL, Oracle



http://www.bezpeka.com/

